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Abstract

The present study aimed to fit a conceptual model of the relationships of peer group
attachment and online self-disclosure with cyberbullying, considering the mediating
role of empathy among upper secondary school students. This applied study
employed a descriptive-correlational design based on path analysis. The statistical
population consisted of upper secondary school students in Tehran during the 2025-
2026 academic year, of whom 260 were selected through multistage cluster random
sampling. Data were collected using the Adolescent Measure of Empathy and
Sympathy, the Peer Attachment Questionnaire, the Online Self-Disclosure
Questionnaire, and the  Cyberbullying-Cybervictimization  Experiences
Questionnaire. Data analysis was conducted using SPSS wversion 26 and AMOS
version 26 through Pearson correlation, path analysis, and bootstrap procedures. Peer
group attachment had a significant positive effect on empathy (B = 0.42,p <0.001),
whereas online self-disclosure had a significant negative effect on empathy (B = -
0.19, p = 0.001). Peer group attachment had a significant negative direct effecton
cyberbullying (B = -0.26, p < 0.001), while online self-disclosure had a significant
positive direct effect on cyberbullying (B = 0.33, p < 0.001). Empathy also had a
significant negative effect on cyberbullying (B = -0.34, p<0.001). The indirect effect
of peer group attachment on cyberbullying through empathy was significant (f = -
0.14,p < 0.001), and the indirect effect of online self-disclosure on cyberbullying
through empathy was also significant (8 = 0.06, p = 0.008). Model fit indices
indicatedsatisfactoryfit (CMIN/DF=1.69, RMSEA =0.052,CFI =0.98, IFI =0.98).
Healthy peer group attachment was associatedwith lower cyberbullying both directly
and indirectly through increased empathy, whereas greater online self-disclosure was
associated with higher cyberbullying directly and indirectly through empathy.
Accordingly, strengthening empathy, promoting supportive peer relationships, and
teaching safe online self-disclosure may be useful components of school-based
cyberbullying prevention programs.

Keywords: Peer group attachment, online self-disclosure, empathy, cyberbullying,
upper secondary school students.
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EXTENDED ABSTRACT

Introduction

The rapid expansion of digital communication technologies and social networking platforms has substantially
transformed adolescents’ patterns of interpersonal interaction, self-presentation, friendship formation, and
conflict. Adolescents increasingly conduct a substantial proportion of their social exchanges through social
networking sites, messaging applications, and other online environments. Although these technologies provide
important opportunities for social participation, identity development, emotional expression, and peer support,
they have also created conditions for new forms of interpersonal aggression, among which cyberbullying has
emerged as a significant psychosocial and educational concern. Cyberbullying generally involves intentional
and harmful behaviors conducted through digital technologies, including harassment, humiliation, threatening
messages, social exclusion, dissemination of private information, impersonation, and other forms of online
aggression. Compared with traditional bullying, cyberbullying may extend beyond the spatial and temporal
boundaries of school, while anonymity, rapid dissemination of content, and continuous accessibility can
intensify its consequences. Recent evidence indicates that social networks and peer interactions constitute
important contexts within which cyberbullying behaviors may develop and be reinforced (Hmelak, 2025).
Accordingly, understanding cyberbullying requires consideration not only of individual characteristics but also
of the social and relational environments in which adolescents are embedded.

Peer relationships become particularly salient during adolescence, when acceptance, belonging, social status,
and conformity to peer norms acquire increased developmental importance. Healthy peer attachment
characterized by trust, communication, and emotional security can provide a protective interpersonal context,
whereas affiliation with antisocial or deviant peers may contribute to aggressive and problematic behavior.
Research has demonstrated that deviant peer affiliation is associated with increased cyberbullying perpetration
and that mechanisms such as moral disengagement and reduced self-control may help explain this association
(Wang et al., 2023). Similarly, peer affiliation has been identified as an important mechanism linking
traditional bullying and cyberbullying (Kim et al., 2022). Peer connectedness may nevertheless serve a
protective function. Strong connections with peers, parents, and schools have been associated with reduced
vulnerability to adverse outcomes related to traditional and cyberbullying (Dadras & Takashi, 2024), while
peer support can facilitate psychological recovery following cyberbullying experiences (Shabbir & Farzand,
2022). Social learning research further suggests that adolescents may acquire cyberbullying behaviors through
observation and reinforcement within peer and family contexts (Barlett, 2024). Moreover, peer conformity to
antisocial behaviors (Lim & Huh, 2024), peer pressure (Yang et al., 2023), and deviant peer affiliation (Liang
et al., 2022) have all been implicated in cyberbullying. These findings highlight the need to distinguish
supportive peer attachment from affiliation with peer groups that normalize antisocial behavior.

Online self-disclosure represents another potentially important factor in adolescents’ digital experiences. Self-
disclosure refers to communicating personal information, emotions, experiences, attitudes, or concerns to
others. In online environments, the ease and immediacy of communication may encourage adolescents to
disclose personal information more extensively than in face-to-face interactions. Such disclosure can promote
intimacy, social support, and identity exploration, but it can also expose adolescents to privacy violations,
interpersonal conflict, humiliation, and cybervictimization. Evidence has shown that self-disclosure on social
networking sites is associated with psychological distress and loneliness, with cybervictimization serving as
an important explanatory mechanism (Quynh Ho & Nguyen, 2023). Adolescents may also use social media
to disclose highly sensitive experiences, such as family conflict, thereby increasing their exposure to
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unpredictable reactions from online audiences (Katkar et al., 2025). Consequently, the association between
online self-disclosure and cyberbullying may depend partly on adolescents’ ability to understand interpersonal
consequences and respond sensitively to others.

Empathy may represent a central mechanism connecting peer relationships and online behavior with
cyberbullying. Empathy encompasses the capacity to understand another person’s perspective and emotional
state and to respond appropriately to that person’s feelings. Supportive peer experiences during adolescence
can contribute to the development of empathy across subsequent developmental periods (Stern et al., 2024),
and social-cognitive interventions have demonstrated that empathy and peer relationships can be improved
simultaneously (Oztop et al., 2024). Conversely, some dimensions of adolescent peer status may be associated
with lower empathy (Field et al., 2025). Emotional competencies more generally are also associated with
adaptive psychological functioning among adolescents (Hussein, 2021). Because online communication often
reduces face-to-face emotional cues and psychological proximity to the target of aggression, empathy may be
particularly important in inhibiting cyberbullying behavior. Developmental reviews likewise indicate that
cyberbullying arises through interactions among individual, interpersonal, and contextual risk and protective
factors (Rahmati & Seyfi, 2022). Furthermore, cybervictimization and peer-related processes may interact
with self-esteem and other psychological outcomes, illustrating the broader importance of peer contexts in
digital harm (Lee et al., 2025). Therefore, the present study aimed to fit a conceptual model of the relationships
of peer group attachment and online self-disclosure with cyberbullying, considering empathy as a mediating
variable among upper secondary school students.

Methods and Materials

The present study was applied in terms of purpose and descriptive-correlational in terms of data collection,
specifically employing path analysis to examine direct and indirect relationships among the study variables.
The statistical population consisted of all upper secondary school students enrolled in Grades 10, 11, and 12
in Tehran during the 2025-2026 academic year. Based on recommendations for structural modeling and the
number of freely estimated parameters, a minimum sample of approximately 260 participants was considered
adequate. An initial larger group was recruited to compensate for incomplete questionnaires and possible
attrition, and the final analytical sample consisted of 260 students. Participants were selected through
multistage cluster random sampling. Educational districts were first considered as clusters, after which public
and private schools and then classes within selected schools were randomly selected. Participation required
enrollment in upper secondary school, parental consent, student assent, and the ability to complete the
questionnaires. Students with incomplete consent, severe diagnosed cognitive impairment that interfered with
questionnaire completion, absence during data collection, withdrawal, or substantially incomplete responses
were excluded. Ethical approval was obtained from the Research Ethics Committee of Islamic Azad
University, Tehran North Branch, under code IR.IAU.TNB.REC.1405.039. All questionnaires were
administered anonymously in classroom settings after explaining voluntariness, confidentiality, and
withdrawal rights.

Data were collected using four standardized instruments. Empathy was assessed using the 12-item Adolescent
Measure of Empathy and Sympathy, consisting of cognitive empathy, affective empathy, and sympathy
dimensions. Peer group attachment was measured using the 12-item peer attachment instrument assessing trust,
communication, and alienation. Online self-disclosure was evaluated with a 9-item instrument assessing the
perceived amount and depth of online communication. Cyberbullying was assessed using the 24-item
Cyberbullying-Cybervictimization ~ Experiences  Questionnaire, comprising  cybervictimization and
cyberbullying dimensions. Data were analyzed using SPSS version 26 and AMOS version 26. Descriptive
statistics and Pearson correlations were calculated, assumptions of normality, linearity, and multicollinearity
were evaluated, and path analysis was performed to test the conceptual model. Model fit was evaluated using
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Chi-square, CMIN/DF, RMSEA, GFI, AGFI, NFI, CFI, IFl, and TLI. Indirect effects were assessed using
bootstrap estimation with 5000 resamples and 95% confidence intervals.

Findings

The final sample comprised 260 students, including 138 girls (53.1%) and 122 boys (46.9%). Participants were
between 15 and 18 years old, with the largest age group consisting of 16-year-old students (35.4%). Regarding
educational level, 30.8% were in Grade 10, 36.9% in Grade 11, and 32.3% in Grade 12. Most participants
reported using the Internet and social networking platforms between one and five hours per day, and Instagram
was the most frequently reported primary platform. In addition, 66.2% of the participants attended public
schools and 33.8% attended private schools.

The mean total empathy score was 44.75 + 7.84, while the mean peer group attachment score was 38.34 +
7.25. The mean online self-disclosure score was 30.40 £ 5.76, and the mean total cyberbullying score was
46.89 £ 11.84. Skewness values ranged from -0.41 to 0.63, indicating no substantial violation of univariate
normality. The Kolmogorov-Smirnov results for the primary variables were nonsignificant, multivariate
normality indicators were acceptable, variance inflation factor values ranged approximately from 1.35 to 1.72,
and tolerance values ranged from 0.58 to 0.74, demonstrating that multicollinearity was not problematic.
Pearson correlations showed that peer group attachment was positively correlated with empathy (r = 0.43, p <
0.01) and negatively correlated with cyberbullying (r = -0.34, p < 0.01). Online self-disclosure had a positive
correlation with cyberbullying (r = 0.35, p < 0.01) and a negative correlation with empathy (r = -0.18, p <
0.01). Empathy was negatively correlated with cyberbullying (r = -0.39, p < 0.01). The structural model
demonstrated satisfactory fit: Chi-square = 18.64, df =11, p = 0.068, CMIN/DF = 1.69, RMSEA = 0.052, GFI
=0.97, AGFI = 0.93, NFI =0.95, CFI =0.98, IFI =0.98, and TLI =0.96.

Path coefficients indicated that peer group attachment positively predicted empathy (B = 0.42, p < 0.001),
whereas online self-disclosure negatively predicted empathy (B =-0.19, p =0.001). Peer group attachment had
a significant negative direct effect on cyberbullying (f = -0.26, p < 0.001), while online self-disclosure had a
significant positive direct effect on cyberbullying (B = 0.33, p < 0.001). Empathy also negatively predicted
cyberbullying (f=-0.34, p<0.001). Bootstrap analysis demonstrated a significant indirect effect of peer group
attachment on cyberbullying through empathy (p =-0.14, p <0.001) and a significant indirect effect of online
self-disclosure on cyberbullying through empathy (B = 0.06, p = 0.008). Because the corresponding direct
effects remained statistically significant after inclusion of empathy, the mediation effects were partial.
Discussion and Conclusion

The findings provide support for a conceptual model in which peer relationships, online communication
behavior, and empathic capacity jointly contribute to explaining cyberbullying among upper secondary school
students. Stronger peer group attachment was associated with greater empathy and lower cyberbullying. This
pattern suggests that supportive peer relationships may provide adolescents with opportunities to develop
perspective-taking, emotional understanding, reciprocal communication, and sensitivity to the consequences
of their behavior. These interpersonal competencies may subsequently reduce the likelihood of engaging in
harmful online interactions. The significant indirect effect through empathy further indicates that part of the
protective association between healthy peer attachment and cyberbullying operates through adolescents’
enhanced capacity to recognize and respond to others’ emotions.

Online self-disclosure showed the opposite pattern. Greater self-disclosure was directly associated with higher
cyberbullying and indirectly associated with cyberbullying through lower empathy. One possible interpretation
is that extensive or insufficiently regulated self-disclosure increases adolescents’ exposure to interpersonal
conflict, privacy violations, negative feedback, and emotionally charged online exchanges. At the same time,
online interactions characterized by strong self-focus and continuous efforts to obtain social attention or
feedback may reduce consideration of other individuals’ perspectives in some adolescents. Importantly, these
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findings should not be interpreted as indicating that online self-disclosure is inherently maladaptive. Self-
disclosure can facilitate intimacy and social support; rather, the findings indicate that its consequences depend
on its extent, context, audience, privacy boundaries, and associated interpersonal skills.

The negative direct association between empathy and cyberbullying highlights empathy as a potentially
important protective psychological resource. Adolescents with stronger empathic abilities may be more
capable of anticipating the emotional consequences of online aggression, recognizing distress in others, and
inhibiting behaviors that could cause interpersonal harm. This function may become especially important in
digital environments, where many immediate emotional and nonverbal cues available in face-to-face
communication are absent. The mediating findings therefore suggest that empathy is not merely another
correlate of cyberbullying but constitutes one mechanism through which peer relationships and online
communication patterns may influence cyberbullying behavior.

Overall, the model demonstrated good statistical fit and supported both direct and indirect pathways. The
findings indicate that cyberbullying should be understood as a multidimensional phenomenon emerging from
the interaction between adolescents’ relational environment, patterns of online self-expression, and socio-
emotional competencies. Prevention programs should therefore extend beyond simply restricting Internet use.
Strengthening healthy peer attachment, teaching adolescents how to establish safe boundaries for online self -
disclosure, improving digital communication skills, and developing cognitive and affective empathy may
collectively provide a more comprehensive approach to cyberbullying prevention. In conclusion, stronger and
healthier attachment to peers was associated with lower cyberbullying both directly and through increased
empathy, whereas greater online self-disclosure was associated with higher cyberbullying both directly and
partly through reduced empathy; thus, empathy emerged as a meaningful partial mediator in the conceptual
model of cyberbullying among upper secondary school students.
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